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1. Introduction to Sanctions
Screening

Sanctions screening is one of the most critical components of a modern
Anti-Money Laundering (AML) and Counter-Terrorist Financing (CTF)
compliance programme. At its core, sanctions screening is the process of
checking individuals, entities, vessels, and aircraft against
government-issued sanctions lists to ensure organisations do not conduct
prohibited business relationships or financial transactions.

For financial institutions, fintech companies, payment processors,
insurance providers, and any business operating in cross-border
commerce, sanctions compliance is not optional — it is a legal imperative
enforced by some of the world's most powerful regulatory bodies.
Non-compliance can result in catastrophic fines, criminal prosecution,
reputational damage, and loss of operating licences.

m Key Statistic: Global sanctions-related fines exceeded $3.8 billion in 2024 alone.
Financial institutions paid the largest share, with some individual penalties
surpassing $500 million.

The regulatory environment is simultaneously becoming more complex
and more strictly enforced. New sanctions programmes are issued in
response to geopolitical events, meaning compliance teams must
contend with a rapidly evolving list landscape. This whitepaper provides a
comprehensive, practitioner-focused guide to building, operating, and
continuously improving a sanctions screening programme that meets
regulatory expectations and protects your organisation.

2. The Global Sanctions
Landscape
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Sanctions are restrictive measures imposed by governments and
international bodies to achieve foreign policy and national security
objectives. They may target specific individuals, companies,
governments, sectors, or entire countries. Understanding the full breadth
of the global sanctions landscape is the first step toward effective
compliance.

2.1 Major Sanctions Authorities

The most impactful sanctions programmes globally are issued by the
following authorities, each with distinct jurisdictional reach and
enforcement power:

» OFAC (Office of Foreign Assets Control) — The U.S. Treasury's
primary sanctions body. OFAC administers the most extensive and
rigorously enforced sanctions regime globally. Any entity with a U.S.
nexus — including foreign banks processing dollar-denominated
transactions — must comply with OFAC sanctions.

» EU Sanctions (European Union) — The EU Council adopts
Common Foreign and Security Policy (CFSP) sanctions through
Council Regulations directly applicable in all 27 member states. EU
sanctions often mirror U.S. measures but also operate
independently.

* UN Security Council Sanctions — UN sanctions represent the
global baseline, implemented by 193 member states. The Security
Council's 1267/1989/2253 Committee maintains the consolidated list
targeting ISIS, Al-Qaeda, and the Taliban.

* HM Treasury (UK) — Post-Brexit, the UK operates an independent
sanctions regime through the Office of Financial Sanctions
Implementation (OFSI). UK sanctions increasingly diverge from EU
designations.

* OFAC SDN Mirror Programmes — Countries such as Australia
(DFAT), Canada (OSFI/Global Affairs), and Switzerland (SECO)

© 2026 PrimeGuardia | primeguardia.com | sanctions@primeguardia.com | Confidential — For Educational Use Only



PrimeGuardia Complete Guide to Sanctions Screening 2026 Page 5

maintain their own sanctions lists that frequently reference but are
not identical to U.S./EU measures.

2.2 Sanctions Statistics

1,400+ 27,000+ 15+ 38

Designated parties on OFAC EU-sanctioned individuals & Sanctioned countries or
SDN List entities Active UN sanctions regimes territories

3. Types of Sanctions and Their
Implications

3.1 Designation-Based (List-Based) Sanctions

The most commonly screened type of sanction is list-based: a named
individual, entity, or vessel is specifically designated. Organisations must
check counterparties against these lists before onboarding and
continuously thereafter. Key lists include OFAC SDN, EU Consolidated,
UN Consolidated, HM Treasury Asset Freeze, and dozens of
national-level lists.

3.2 Sectoral / Industry-Specific Sanctions

Sectoral sanctions target specific industries in a country rather than
named individuals. The U.S. has imposed sectoral sanctions on Russia's
energy, financial services, and defence sectors. These are particularly
challenging because they do not generate a named-entity match —
instead they require knowledge of beneficial ownership structures and
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sector classifications.

3.3 Country and Territory Embargoes

Comprehensive embargoes prohibit nearly all transactions with a country
or territory. Current U.S. embargoes include Cuba, Iran, North Korea,
Syria, and the Crimea/Donetsk/Luhansk regions. Screening for country
exposure requires jurisdiction-level checks at transaction, counterparty,
and beneficial ownership levels.

3.4 Secondary Sanctions Risk

Secondary sanctions are perhaps the most complex and often
misunderstood category. The U.S. can impose sanctions on non-U.S.
entities that do business with sanctioned parties, even if those
transactions have no U.S. nexus. The reach of secondary sanctions has
expanded significantly, creating compliance obligations for global
organisations that do not directly interact with U.S. persons or financial
systems.

4. Building a Sanctions Screening
Programme

A robust sanctions screening programme is not a one-time deployment
— it is a continuous, risk-informed operational capability. The following
framework is aligned with guidance from OFAC, the FATF, and the
Wolfsberg Group.

4.1 Risk Assessment Foundation

Before selecting technology or configuring screening thresholds,
organisations must conduct a formal sanctions risk assessment. This
assessment should evaluate: customer risk profiles (geography, industry,
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PEP status); product and service risk (correspondent banking, trade
finance, crypto, payments); geographic risk (jurisdictions of operation,
counterparty countries, currency exposure); and delivery channel risk
(direct vs. intermediated relationships).

4.2 Programme Governance

Effective sanctions governance requires clearly defined roles and
responsibilities. The Board bears ultimate accountability. A designated
Sanctions Officer or Chief Compliance Officer is responsible for
programme design, while first-line business units are responsible for
implementation. Compliance teams conduct independent oversight, and
Internal Audit provides periodic programme-wide assurance.

4.3 Screening Scope

» Customer onboarding (KYC/KYB) * Third-party vendors and partners

* Transaction parties (beneficiaries, * Insurance policyholders and beneficiaries
originators)

« Beneficial owners (25% threshold) * Collateral and asset counterparties
« Directors and senior management * Trade finance counterparties
 Correspondent banks * Related parties and group entities

5. Technology and Automation

Manual sanctions screening is no longer viable for any organisation
processing more than a handful of transactions per day. Modern
sanctions screening technology must deliver real-time results,
high-accuracy matching, low false-positive rates, comprehensive list
coverage, and full auditability.
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5.1 Fuzzy Matching and Name Variation

One of the most technically challenging aspects of sanctions screening is
accurately identifying a match when the searched name does not exactly
match the list entry. Sanctioned individuals often use aliases, name
transliterations, maiden names, and deliberate variations to evade
detection. Best-in-class screening engines use a combination of phonetic
algorithms (Soundex, Metaphone), Levenshtein distance calculations,
and machine-learning models trained on historical match data.

5.2 API-Based Real-Time Screening

REST API integration enables real-time screening during the customer
onboarding journey or at the point of transaction initiation. A
well-designed screening API should return results within 300 milliseconds
for 99th-percentile latency, support batch processing for retrospective
screening, provide structured JSON responses with match scores and
source list attribution, and maintain 99.9%+ uptime SLAs.

m PrimeGuardia's screening API processes individual name checks in under 200ms,
with batch screening available for up to 10,000 records per API call. List updates are
propagated within 15 minutes of official publication.

6. Match Rate Optimisation

False positives — cases where a legitimate customer matches a
sanctioned party's name — represent one of the greatest operational
burdens in sanctions compliance. Poorly configured screening
programmes can generate false-positive rates exceeding 95%, meaning
compliance teams spend enormous resources reviewing non-suspicious
matches instead of focusing on genuine risk.
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Match rate optimisation involves calibrating screening parameters to
achieve the optimal balance between sensitivity (catching true positives)
and specificity (minimising false positives). Key optimisation levers
include: fuzzy matching threshold configuration; use of additional data
fields (date of birth, nationality, address, ID numbers); contextual filtering
by jurisdiction; and review workflow design.

7. Ongoing Monitoring and
Adverse Media

Point-in-time screening at onboarding is necessary but insufficient.
Regulators expect organisations to conduct ongoing monitoring
throughout the customer lifecycle. This means: periodic re-screening of
the entire customer base against updated lists; real-time or near-real-time
screening of transactions; and adverse media monitoring to identify
emerging risk signals before formal sanctions designations are issued.

Adverse media screening analyses publicly available news sources, court
records, regulatory filings, and other open-source intelligence to identify
customers associated with financial crime, corruption, fraud, or activities
that may indicate forthcoming sanctions. Research shows that adverse
media signals typically precede formal sanctions designations by 6-18
months, giving proactive organisations a valuable early warning.

8. Reqgulatory Expectations and
Penalties

Regulators have demonstrated a clear willingness to impose severe
penalties for sanctions compliance failures. Recent enforcement actions
highlight the types of violations that attract the largest fines: processing
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transactions for sanctioned parties; failure to maintain an adequate
screening programme; inadequate screening of wire transfer instructions;
and failure to file required reports.

OFAC's Enforcement Guidelines provide a framework for calculating civil
monetary penalties. Aggravating factors — including wilful or reckless
conduct, senior management involvement, and systemic or pervasive
violations — can dramatically increase penalty amounts. Mitigating
factors — including voluntary self-disclosure, prompt remediation, and a
comprehensive compliance programme — can substantially reduce
them.

9. Implementation Checklist

m Conduct a formal sanctions risk assessment covering all business
lines

m Establish Board-level governance and a designated Sanctions
Officer

m Map all screening touchpoints (onboarding, transactions, ongoing
monitoring)

m Select a sanctions screening provider with comprehensive list
coverage

m Configure fuzzy matching thresholds informed by risk appetite
® Implement real-time API screening at customer onboarding

m Deploy batch screening for retrospective and periodic reviews
m Establish a documented alert review and escalation procedure
m Train all relevant staff on sanctions obligations annually

m Test and audit the programme at least annually

m Implement adverse media monitoring alongside list screening

m Maintain full audit trail of all screening decisions
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m Subscribe to regulatory update feeds (OFAC, EU, HM Treasury)

m Review and update the programme following significant regulatory
changes

10. Conclusion and Key
Takeaways

Sanctions screening is a non-negotiable compliance obligation that
requires genuine organisational commitment, appropriate technology
investment, and continuous improvement. The regulatory landscape is
becoming more complex, enforcement is intensifying, and geopolitical
dynamics are creating new sanctions programmes faster than many
organisations can adapt.

The most successful compliance programmes share common
characteristics: they are grounded in a thorough risk assessment; they
leverage technology to automate routine screening tasks; they maintain
low false-positive rates through intelligent configuration; they combine list
screening with adverse media and PEP data; and they are supported by
engaged senior leadership with adequate resources.

PrimeGuardia provides a comprehensive sanctions screening API covering 40+
watchlists including OFAC SDN, EU Consolidated, UN Security Council, HM Treasury,
and more — updated within 15 minutes of any official list change. Start your free trial
at primeguardia.com.
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